KibepririeHa muTiis: 10 mpaBuUII
I[U(PPOBOr0 3aXUCTV

Cy4acHUU MUTeELb JKUBE He JIMIIIE Ha CIIeHi Y1 Y MaCTepHI — BiH >KUBE B
iHTepHeTi. POTO, BiZleo, My3UKa, ClleHapil, An3anH — yce Iie Ballli aBTOPChKi
MaTepianu, sKi IoTpebyI0Th TAKOI'0 K 3aXUCTYV, K i Pi3sUUHi TBOpU MUCTEI[TBA.
[Tam'aTanTe: TBOPYICTh — Ife iHTeJIeKTYa/IbHA BIAaCHICTh, @ IHTEPHET — HE MY3€H,
a VKA CaBaHa.

[Ipe3eHTallito miarorysasna ITonmoBa-Kopsk KapiHa, K.10.H., CTapIlni BUKJIafa4 Kadeapu
ayIioBi3yaJIbHUX Mefiia Ta Me/lia KoMyHiKallivi XJIAK, MOMiYHMK IIPOPEKTOpa 3 BUXOBHOI po60oTHU

2025



[TpaBuo 1

@ CTBopro¥ HafilHi naposti

Miximym 12 CUMBOIJIiB YHUKau IPOCTUX VHIKa/IbHICTD 114

ToeaHyit nitepu, udpu i KOM61HaI_III/I KO’>KHOT'O dKdVHTAa

CUMBOJIU He BUKOPUCTOBYITE He moBTOpIOMTE OOUH
«qwerty», «123456», IIapOJIb I BCiX aKayHTiB
«art2024»

[0 @ IIpuknang: Muzlc!Academy 25



[TpaBuiio 2

+# VBIMKHU
IBO(MAKTOPHY
aBTeHTUIKallito
(2FA)

Ile mOOATKOBHU 3aXMCT — HABITH SKIIIO

1apoJIb BUKPAyTh, 6€3 Ballloro
TesiedpoHy ab0 Koy 37TOBMUCHUK He
3MOKe BBIUTW.

1| YBimkHU 2FA Ha Instagram, Google,
Facebook, TikTok, Spotify, Behance.




ITpaBuiio 3

A BUKOPHCTOBYI MeHe[Kep MapoJliB

3aMicTh 36epeskeHHs y 6pay3epi

KOPUCTYUCA ClieljiaJIbHUMU BoHu M@ pyOTh YCi Ballli ITapoii, SIK
3aCTOCYHKaMU: Bitwarden, KeePass, cerd — KJIOYi BiJi KBapTUPM.
1Password, Dashlane.




ITpaBuio 4

=¥ J16ai1 1po
aBTOPCTBO

e 3aBKIU BKa3yi CBOE iM'st abo IceBIOHIM Ha
po6oTax: «© IBau IleTpenko, 2025. Vci mpaBa
3axXUILleHO».

e JlomaBaii BoasiHi 3HaKu a6o meTamaui EXIF no
doTo Ta Bifeo.

e [l My3UKU — JOAAaBaul KOPOTKUU
OUCKJIeMep Y OIIUCI TPEKY.




[TpaBuiio 5

B 36epiraii Jokasy cBOro aBTOPCTBA

01 02 03

OpuriHanu Qanis Email-nigTBepa keHHs OdiniiHa peecTpallis

3anuiay opuriHanu ¢Qanmiis 3 Hapinuy Komiro TBOpY Ha Moskelll 3apeecTpyBaTu

IJATOI0 CTBOPEHHS. BJIACHY €JIEKTPOHHY IIOIITY aBTOPCHKe IIpaBo y
(36epiraeThcs AaTa MiHeKOHOMIKU YKpalHU

BifTIpaBJIeHHS). (VKPHOIBI).



[IpaBusio 6

& Po06iTh pe3epBHi

KOII11

36epiraii TBOpYi po60THU He JIuIlIe Ha
KOMII't0Tepi, a 1 y xmapi (Google Drive,
Dropbox, OneDrive) abo Ha 30BHIiIITHLOMY
IUCKY,.

(J @ Brpara ¢aiiiiB = BTpaTa aBTOpPCTBA.




!_:. ITpaBuiio 7

(V) He BigrpuBay mifo3pisi nocuaaHHsA

Po3rizHaBau QilliuHT [lepeBipsau BifpaBHUKA
QIUIMHTOBI JINCTU YaCTO MACKYIOTHCA ITif [lepeBipsii afipecy BilIpaBHUKA — HaBiTh
«IMiATBEPI’KeHHS aKayHTa» YU «OHOBJIEHHS SIKILIO JIOTOTUII BUIVISAAE OQil[ifiHO.
TIOJIITURU.

>{ He nepexo/ib 3a MOCWJIAHHSIMU, SIKII[0 CYMHiBa€EIIICS — IepeBip CIepIIy CaiT BPYYHY.

ps——_ L

| — Phishing Email

% | \ N




[TpaBuiio 8

L OHOBIIIOU
[IPOrpaMu 1
[IPUCTPOI

OHOBJIEHHS — 1€ He JINIIIe "HOBUN
OV3alH", a ¥ BUIIPABI€HHA
BPa3/IMBOCTeN, Yepes IKi MOKYTh
VKPaCTHU Ballli JIaHI.

& BMmukaii aBTOMaTHUYHE OHOBJIEHHS
OC, auTuBipycy, 6pay3epa, IIporpam JJjist
MOHTA’Ky Y MY3UKMU.



[IpaBusio 9

(< O6epeskHO 3 TyOJTiUHICTIO

He ny6ikyi:

J @ Bygb-gke GoTo — Iie TEXK
e JOKYMEHTHU, CTY[eHTChbKI 4M I1aCIIOPTHI [1aHi; iHpopmanida. Ha 3HiMKY 3 a@iliero moske

e KBUTKH, afipecy, HoMepH TeneOoHiB. 6y Ty BUAHO NIpUBaTHi /iaHi a00 QR-KoA.




ITpaBuiio 10
[11 TToBayKaM 4y>Ky
TBOPYICTH

—>  He Romiton uyski POTO, My3UKY YU TEKCTU
6e3 03BOITY.

—  BUKOPHCTOBYI1 TPEKU 3 niljeHsiero Creative
Commons abo 6e3KomTOBHi 6i6/TioTeKU
(FreeSound, Pixabay Music).

—  3aBsk[M 3a3Havail aBTOPIB I[UTAT i
(bparmeHTiB.
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«Y I1(PPOBY €Ioxy aBTOP —
I]e He JIMIIIe TBOpellb, a 1
OXOPOHeEIlb BJIaCHOI'0
KOHTEHTYV. Ky/IbTypa
KibepririeHu — 1je 4YaCTHHa
IpodeCcinHOl €TUKU MUTIISI»



